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ABSTRACT 

In this modern era for cryptography, there are several techniques available for encryption, for 

both symmetric and asymmetric key protocols. These techniques include substitution and 

transposition cipher techniques, which work while replacing and changing the position of 

plaintext data, along with the modern bit level digital encryption techniques. As the modern 

techniques are resource and time intensive, and the older techniques are more vulnerable against 

cryptanalysis, there has been a need of mid-level technique to enhance the speed and encryption 

of data. A new technique which uses symmetric key-set and bit level transposition of the 

plaintext data is proposed. This technique is expected to be much faster as compared to the 

digital encryption protocols, as well as more secure compared to the aged transposition and 

substitution encryption techniques. 

INTRODUCTION 

The demand of fast and secure encryption is increasing day by day in this electronic world. 

There are many techniques for encryption available, for both symmetric and asymmetric key 

protocols. During the old times, there were techniques like Substitution, Transposition and 

Steganography which encrypted or hid the data to some extent. These techniques in today‟s 

digitally advanced world can be implemented with very little efficiency. After the initial 

techniques, came the era of digital cryptography which changed the face of cryptography. Very 

sophisticated techniques were developed and used for encrypting any type of data with enhanced 

security. The modern digital techniques are very powerful, and can stand cryptanalysis attacks 

more time as compared to the older techniques like substitution and transposition.  

Transposition cipher is an encryption technique by which the positions held by the units of 

plaintext are shifted according to a pattern, so that the ciphertext constitutes a permutation of the 

plaintext. Transposition and substitution are generally used in basic level encryption, where there 

is no much computation or secrecy needed or involved. The transposition and substitution 

techniques have the two properties – confusion and diffusion. These two properties are used to 

provide more complexity to the ciphertext. The complexity is normally achieved by two 

techniques – substitutions and permutations. Among these techniques, transposition directly uses 

permutation for changing the order of units in the plaintext data. 



The examples of Transposition cipher include Rail Fence, Route Cipher, Myszkowski 

Transposition. There can be some limitations associated with some of the transposition 

techniques, and the main is its vulnerability to frequency count. If the ciphertext has the 

frequency distribution of its characters very similar to the plaintext message, there can be easy 

analysis for extracting the plaintext message. Transposition can be made more secure by 

combining it with other techniques like substitution cipher. If the focus can be shifted from 

characters of the message to bits of the characters of the message, transposition encryption 

techniques can perform far better. Here is an outline for a transposition technique which uses two 

symmetric keys for encryption and decryption and performs the encryption at binary level for 

providing more complexity. This technique is not limited to just text messages, but  along with 

text it can also be applied to other kinds of data like image, audio or video. 

ENCRYPTION STEPS 

For encrypting the data, we consider the following elements: 

 Plaintext 

 Key-1 (alphanumeric) 

 Key-2 (numeric – even length) 

 Hash Function 

1. Take the Hash of the plaintext and store it in a variable h. 

1(a). Convert the plaintext (ASCII) to binary. 

2. Enter the alphanumeric key Key-1. 

For example, we consider that the length of plaintext is 20 bits, and the length of Key-1 is 10 

bits. 

3. Remove all the spaces, if any, between the bits. If the total length of plaintext and Key-1 is not 

a multiple of 4, add padding of „1‟ bits and store the new sequence in a variable s. 

In our case, the total length is plaintext (20) + Key-1 (10) = 30 bits. Hence 2 „1‟ bits are added. 

4. Use the „first-last‟ step for randomization. The first-last step is explained below with reference 

to our example: 

Size of s = 32 bits 

Take a new variable ns and store the bits from s in the following order: 

1
st
 bit 32

nd
 bit 2

nd
 bit 31

st
 bit 3

rd
 bit ... ... 16

th
 bit 17

th
 bit 

5. Enter the numeric key Key-2 with even length. 

Here we take the key as 317325. 



6. The string ns has the length which is a multiple of 4. It is grouped into (32/4 =) 8 groups of 

bits in the example. 

There are 8 groups, and we call them 1,2,3,4,5,6,7,8. Transposition is performed again in a 

different manner: 

The key provided is 317325. First, we swap „3-1‟7325 from the key, and hence the new sequence 

becomes 3 2 1 4 5 6 7 8. 

Next step, swapping of the next two numbers 31‟7-3‟25 in the group. The positions are taken 

into consideration and not the name or number. The new sequence becomes 3 2 7 4 5 6 1 8. 

Last step to the swapping, the last two numbers 3173‟2-5‟ in the group. The new sequence will 

be 3 5 7 4 2 6 1 8. 

7. The reverse of „first-last‟ step happens here. The new arrangement of bits will be: 

1
st
 bit 3

rd
 bit 5

th
 bit ... ... 6

th
 bit 4

th
 bit 2

nd
 bit 

8. Convert the bits‟ binary data into ASCII text. The hash of plaintext is available in variable h. 

Create a new string c which has data characters such as taking the first character from our ASCII 

text, first from hash value, second from ASCII text, second from hash value, thus taking one 

character from each to create the new string. The length of the hash value will differ according to 

the hash function used, and so the length of the new string c will not be easily predictable for 

cryptanalysis. 

Considering text characters as a1, a2, a3, ... and hash value characters as h1, h2, h3, ..., the new 

string c will be 

a1 h1 a2 h2 a3 h3 ... ... 

9. Send the whole sequence to the intended receiver. As the keys and hash function are known to 

the receiver, decryption to the original data can be easily performed by reversing the procedure. 

 

CONCLUSION 

This technique provides faster encryption and decryption as compared to some traditional digital 

algorithms, along with providing greater security than the olden transposition or substitution 

algorithms. There has been many transposition techniques proposed, but only some of them work 

at the binary level for providing enhancement to the encryption. This technique is not yet 

implemented or tested on real-world scenarios, but this whitepaper just provides an outline of 

how taking the transposition technique deeper to bit level can enhance the security in encryption 

algorithms. 
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